Get Google API key pair

Step 1: Open Google page and log in with your Google account. Then navigate to Google
console page: https://console.developers.google.com

By default, there is a pre-made project named “My project”. We will create a new one.
Step 2:

(1) Click on “My Project” link on the header to open “Select a project” popup. Click on
“New project” link.

(2) Enter your project name > select parent organization or folder (optional). Click on

“Create” button.


https://www.google.com/
https://console.developers.google.com/

= Google Cloud Search (/) for resources, docs, products, and more Q, Search

New Project

You have 6 projects remaining in your quota. Request an increase er
delete projects. Learn more [2

MANAGE QUOTAS (2

Project name *

Sample social login for PS 2] l

Project |D: sample-sacial-login-for-ps. It cannot be changed later. EDIT

+ Location *
B No organization BROWSE ‘

Parent organization or folder

CREATE CANCEL

(3) A notification will appear. Click on “Select project” to open your newly created project.

= Gocgle Cloud 2o My Projest 65571 « Search (¢ for resources, docs, products, and more ‘ Q Search } B a @ : “
Natifications
API APIs & Services | APls & Services + ENABLE APIS AND SERVICES
© Create Projct: Sample social login for PS. dust now -~
< Enablod APls & sarvices
- vt e ih SELECT PROJECT days 30 days
i Library
on  Cresentials Traffic ~ g} Errors ~ i SEE ALL ACTIVITIES <

1 Ohuthensent soreen

Page usiye greements

A Mo dats is avsilable for the selected time frame. A Nodatsis svailable for the selected time frame. A Nodata is available for the selected time frame.
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Step 3:

(1) From the sidebar menu, select “OAuth consent screen”. Select “External” option then
click “Create”.



Google Cloud

API APIs & Services

o

Enabled APIs & services

Library

Credentials

OAuth consent screen

Page usage agreements

[}

« App name: enter your app name.

Google Cloud

( &= sample social login for PS ] ( Search (/) for resources, docs, products, and more ‘ Q_ search ‘
OAuth consent screen
Choose how you want to configure and register your app, including your
target users. You can only associate ane app with your project.
User Type
Internal @
Only available to users within your organization. You will not need to
submit your app for verification. Learn more about user type 2
@® External @
Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type 2
Let us know what you think about our OAuth experience
: . : 113 L2 .
(2) Enter the required information on “OAuth consent screen” page:
o User support email: select your email address.
e App logo: upload an image to set it as the app logo.
L . . 113 H H ’9
e App domain: enter your website URL into “Application home page” field.
Sample social login for PS w ‘ ‘ Search (/) for resources, docs, products, and more | Q Search

API APIs & Services

Enabled APIs & services

Library

Credentials

OAuth consent screen

Page usage agreements

[

Edit app registration

ﬂ 0Auth consent screen a Scopes 9 Test users 0 Summary

App information

This shows in the consent screen, and helps end users know who you are and contact
you

Sample app name

- App name * l

The name of the app asking for censent

User support email * J

For users to contact you with questions about their consent. Learn mare [

App logo

This is your logo. It helps people recognize your app and is displayed on the OAuth
consent screen

After you upload a laga, you will need ta submit your app for verification unless the app
is configured for internal use only or has a publishing status of Testing". Learn mare (4

App logo preview

- Logo file to upload
sample app logo.png X  BROWSE

Uplead an image, not arger than 1M on the consent screen that wil help users recognize
your app. Allowed image formats are JPG, PNG, and BMP Logos should be square and
120px by 120px for the best results




e Privacy policy and Terms of service link: enter your website’s privacy policy and terms

of service link into respective fields.

o Developer contact information: enter your email address again.

After entering the links, Google Console will auto-detect your domain(s) as missing. Click on
“Add domain” button.

= GoogleCloud { & sample secial login for PS ¥ Search (/) for resources, docs, products, and more Q search
API APIs & Services | Edit app registration
«»  Enabled APIs & services Lego file to upload -
sample app logo.png X BROWSE

o L
ui  Library Upload an image, not larger than 1ME an the consent screen that will help users recognize

your anp, Allowed image formats are JPG, PNG, and BMP. Logos should be square and
0= Credentials 120px by 120px for the best results

2 OAuth consent screen

App domain
S Pageusage agreements
To protect you and your users, Google anly allows apps using OAuth ta use Authorized

Domains. The following information will be shown to your users on the consent screen

- Application home page
| https:/fyourdomain.com

Provide users a link o your home page

- Application privacy policy link
| https:/fyourdomain com/privacy-policy

Brovide users a link 1o your public privacy policy

- Application terms of service link
| https:/fyourdomain com/terms-of-service

Pravide users a link to your public terms of service

Authorized domains @

When a domain is used on the consent screen or in an OAuth client's configuration, it must be.
pre-registered here. If your app needs ta go through verification, please go to the Google Search
Console to check if your domains are authorized, Learn mere (2 about the authorized domain
Timit

@ Missing domain: yourdomain.com

=+ ADD DOMAIN

Developer contact information

| Email addresses *

These email addresses are for Geogle to notify you about any changes to your project

<l
SAVE AND CONTINUE CANCEL

Type your domain, then click the “Save and continue” button to complete. You can add
multiple domains for an app.
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Step

Google Cloud
APls & Services
Enabled APIs & services
Library

Credentials

OAuth consent screen

Page usage agreements

4.

Sample social login for PS Search (/) for resources, docs, products, and more

Q, search

Edit app registration

Upload an image, not larger than 1MB on the consent screen that will help users recagnize
your app. Allowed image formats are JPG, PNG, and BMP: Logos should be square and
120px by 120px for the best resul

App domain

Ta protect you and your users, Google only allaws apps using OAuth to use Authorized
Domains. The following information will be shown o your users on the consent screen.

home page
{ hitps://yourdomain.com

Provide users a link to your home page

Application privacy policy link
[ https: #/yourdomain.com/privacy-policy

Provide users a link to your public privacy policy

Aapplication terms of service link
[ https:#/yourdomain.com/terms-of-service

Provide users a link to your public terms of service

Authorized domains @

When a domain is used on the consent sereen or in an OAuth elient's configuration, it must be
pre-registered here. If your app needs e go threugh verification, please go ta the Google Search
Console to check if your domains are authorized. Learn more [4 about the authorized domain
fimit.

Aunthorized domain 1+
yourdomain.com

=+ ADD DOMAIN

Developer contact information
Email addresses *
- ]

These email addresses are for Google to notify you about any changes to your project.

SAVE AND CONTINUE CANCEL

(1) Click on “Add or remove scopes” button.

Google Cloud
APIs & Services

Enabled APIs & services
Library

Credentials

OAuth consent screen

Page usage agreements

‘ 2o Sample social login for PS v ‘

[ Search (/) for resources, docs, products, and more

‘ Q_ Search

Edit app registration

@& OAuthconsentscreen — @) Scopes — €) Testusers — @ Summary

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more 2

ADD OR REMOVE SCOPES

Your non-sensitive scopes

AP Scope User-facing description

Na rows 1o display

(2) Select the following scopes:

.../auth/userinfo.email



e .../auth/userinfo.profile

e oOpenid

Then scroll down and click on “Update” button.

X Update selected scopes

@ Ol scopes for ensbled APls e listed befom. To dd = missing sosge to s sereen fnd and enctie.

Rew AP you erable from the Librry.

T Filler Enter property rame o value:

Manually add scopes

R soope User facina dsseristion
T .
email
= your
protie e publicly aveilasie
= apeni Asseciate you wiih ol personal flo on Google
O eyt
Hb ARY vl i o e Gl Aot
[ sl S, il congre, sl el pur Bovagls Cloud it el
Hub API platform s the ol acdess for you Goele Acesut,
O siaowen Viow your
APl reaonly
O sintuery it cloud View your data aorose Google Cloud services and see the
] plattorm eadenly el aeiress of your Goodla Azeount
[ dauttidevstorags Manage your dla ard pemmissions in Clcud Siorsge snd
APl - s thesconl e for your Bocgle eroun
O  siuouery
APl rea oy
[ . hana
a1 read e ecdress of your Geagle Azcourt
Rowsperpage v 1-100t2d ¢ 3

& rawlins or zsps y
fiiahed, ek 4gd 10 tale”.

ADD TO TABLE

pa:7". Whan you sre

. ¥ou san ermer trem hers, Each soese should be on

A

(3) Click on “Save and continue” button.



= Google Cloud | 2+ Sample social login for PS v Search (/) for resources, docs, produ

and more Q, search

API APIs & Services & Edit app registration

4 Enabled APIs & services @ oOnuthconsentscreen — €3 Scopes — ) Testusers — @) Summary
W Library

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more (4

o Credentials

% OAuth consent screen

So  Pageusage agreements ADD OR REMOVE SCOPES

Your non-sensitive scopes

2P 4 Scope User-facing description
Jauth/ See your primary Google Account | |
userinfo email addresa
email

Fauths See your personal info, including any
userinfa personal info you've made publicly
profile avilable

openid ‘Associate you with your personal ]
info on Google

& Your sensitive scopes

that t data,

RS scope User-fscing description

No rows to display

@ Your restricted scopes

Restricted scopes are scopes that request access to highly sensitive user deta

apl Scape User-facing descriptian

N rows to display

SAVE AND CONTINUE CANCEL

(4) Click on “Save and continue” button again.

= Google Cloud

& Sample social login for PS Search (/) for resources, docs, products, and more Q_ search

API APIs & Services R Edit app registration

4+ Enabled APIs & services @ oAuthconsentscreen — & Scopes — E) Testusers — @ Summary
W Library
©  Credentials Test users
0Auth consent screen While publishing status is set to "Testing", only test users are able to access
the app. Allowed user cap prior to app verification is 100, and is counted over
o Page usage agreements the entire lifetime of the app. Learn more (2
-+ ADD USERS
T Fiter Enter property name or value )

User information

No rows to display

SAVE AND CONTINUE CANCEL

(5) Review all the information. If you want to change any info, click on “Edit” link.
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Google Cloud Sample social login for PS

APIs & Services 1 ] Edit app registration

Enabled APls & services

Library
Credentials OAuth consent screen
OAuth eonsent screen
User type
Page usage agresments External
App name

Sample app name

Support email

App loge

Application homepage link

https:/fyourdomain.com

Application privacy policy link

https://yourdomain.com/privacy-policy

Application terms of service link

0 OAuth consent screen 0 Scopes o Test users o Summary

https:/fyourdomain.com/terms-of-service

Authorized domains

yourdomain.com

Contact email addresses

s Sample social login for PS ¥

Google Cloud

APIs & Services 1 ) Edit app registration

Enabled APIs & services. Application privacy policy link
Library

Credentials Application terms of service link

Search (/) for resources, docs, products, and more | Q search l
EDIT
Search (/) for resources, docs, products, and more Q, search

https://yourdomain.com/privacy-palicy

https://yourdomain.com/terms-of-service

OAuth consent screen

Authorized domains
Page usage agreements

yourdomain.com

Contact email addresses

Scopes
AP A Seope
.../auth/userinfo.email
_Jauth/userinfo
profile
openid
Test users

EDIT

User-facing description
See your primary Google Account email address

See your personal info, including any persanal info you've made publicly
avallable

Associate you with your personal info on Google

EDIT

0 users (0 test, 0 other) / 100 usercap @

= Filter Enter property name or value

User information

No rows 1o display

BACK TO DASHBOARD



Step 5:

(1) Navigate to “Credentials” page. Click on the “Create credentials” button.

7 ~
Google Cloud o Sample social login for S + Search (/] for resources, docs, products, and mare ‘ Q search B O @ i a

API APIs&Services & Credentials + CREATECREDENTIALS W DELETE  «~ RESTORE DELETED CREDENTIALS

G Enabled APIs & servives Create cradantialz 1o secass your enablad APIS. | mars [2

W Library
AP Keys
o Credentials
0 neme Creation dato 4 Restictions Aeions

¥ OAuthconsent screen No AP keys to display

Page usage agreements

OAuth 2.0 Client IDs

0] neme Creation date. 4, e Client D Actions

No QA clients 1o display

Service Accounts

e service aceounts

[ Name 4+ Astians

N service avcounts 1 dis

(2) Select “OAuth client ID” option.

= Google Cloud llogin fer P§ Search (/) for resources, dogs, products, and mare Q Search

API APIs &Services & Credentials + CREATECREDENTIALS il DELETE  ~ RESTORE DELETED CREDENTIALS

AP key

Enabled APl & services
nabled APIs & services Credte credentials 1o ac  iendfies your project using a simple AP key to check quota and

M Library OAuth client ID
APl Keys Requasts user consent 50 your app can socess the users dats
o Credentials )
[0 meme Service account Restrictions actions
OAuth consent screen rpTI— Enables servert &1, applevel authentication using robot accoums
Page usage agreements Help me choose
OAULH 2.0 ClIENT T sk o fuws cusstions o help you decid which types of cradentisl (o uss
[ ame Creation aate 4 Type ient o actons

Ho OAuth elents to display

Service Accounts

Manage se

O Email Hame 4 hctions

Hio servive sccounts Lo display

(3) Select “Web application” for “Application type” field.

Google Cloud $e sample social login for PS v ‘ I Search (/) for resources, docs, products, and more ‘ Q, search l

APT APIs & Services 1 3 & Create OAuth client ID

*  Enabled APIs & services Aclient ID is used to identify a single app to Google's OAuth servers. If your app runs an

multiple platforms, each will need its own client ID. See Setling up OAuth 2.0 7 for more

w
w Lbrary information. Leam more &2 about OAuth client types
O Credentials [_ADD'\CHUUH type*
Web application .]
Ohuth consent screen PP
Android

Page usage agresments
Chrome Extension

i0s
TVs and Limited Input devices
Desktop app

Universal Windaws Platform (UWP)



(4) We will need to enter “Authorized JavaScript origins” and “Authorized redirect
URIs”. Click on “Add URI” button and:

e Enter your website URL for “Authorized JavaScript origins”

Enter the redirect URI provided by Social Login module for “Authorized redirect

URIs”. You can enter multiple redirect URIs if your website has multiple languages.

Finally, click on “Create” button to finish.

Google Cloud

API APIs & Services

<

Enabled APIs & services

Library

Credentials

OAuth consent sereen

Page usage agreements

&% Sample social login for PS Search (/) for resources, docs, products, and more

Q, search

Edit app registration
Upload an image, not larger than 1MB on the consent screen that will help users recognize

your app. Allowed image formats are JPG, PNG, and BMP. Logos should be square and
120px by 120px far the best results.

App domain

To protect you and your users, Google only allows apps using OAuth 1o use Authorized
Domains. The following information will be shown to your users on the consent screen.

Application home page
‘ https:#/yourdomain.com ‘

Provide users a link to your home page

- Application privacy policy link
https://yourdomain.com/privacy-policy ‘

Provide users  link to your public privacy policy

Application terms of service link
‘ hups://yourdomain.com/terms-of-service ‘

Provide users a link to your public terms of service

Authorized domains @

When a domain is used on the consent screen or in an OAuth client’s
pre-re
Console
limit,

nfiguration, it must be
istered here. If your app needs 1o go through verification, please go 1o the Google Search
2 1o check if your domains are authorized. Learn more [ about the authorized domain

- Authorized domain 1 *
yourdomain.com

+ ADD DOMAIN

Developer contact information
- Emall addresses *

E [

These email addresses are for Google to notify you about any changes to your project

SAVE AND CONTINUE CANCEL

10



~ Dashboard & Social Networks il Statistics

1 Amazon
@
n Faceboak
E Twitter

GOOGLE

* Application ID
where do | get this info?

* Application Secret

| [

Where do | get this info?

m Instagram O oft Redirect U | hitps//demo ets-demos.com/sociallogin/medulefets_sociallogin/callback |
Copy and paste this Redirect URI to get your social network AP key pair
Tl (o o] v o .
. Pinterest O o | Google requires that you create an external application linking your website to their API. To know how to create this application click on "Where do | get this info?" and follow steps.

m Linked In
B vincows e
Yahoo

a Dropbox
‘Wordpress.
. Reddit

=

Save

(5) Copy the client ID and client Secret then paste them into Social Login module setting.

QAuth client created

Sarvices

i acoess s siriciend o the (o ses C2 listed on your
L]
@huth consent screen

Glient 10 592394422400

L}

lient serel GCSPK
o

Greation date e 15,2022 1 417,44 PH GHT+T
Status. @ rratlen
3+ DOWNLOAD JSON

Step 6: Finish Step 5, your app is only available for test users. To publish your app to all users,

you will need to submit your app to Google.

(1) Navigate to “OAuth consent screen” page > Click on “Publish app” button.

11



Google Cloud $* Sample social login for P$ v J Search (/) for resources, docs, products, and more Q search

API APIs & Services ] OAuth consent screen

3 Enabled APls &

TR Sample app name  eormaee
i Ubrary

o Credentials

Publishing status @

OAuth consent screen

Testing
Page usage agreements
age Lsag PUBLISH APP «

User type

£

External @

MAKE INTERNAL

QAuth usercap @
While publishing status is set to "Testing", only test users are able to access
the app. Allowed user cap prior to app verification is 100, and is counted over

the entire lifetime of the app. Learn more 2

@ users (0test, 0 other) / 100 user cay ]

Test users

(2) When the popup appears, click on “Confirm” button.

Push to production?

Your app

Youve configured your app in a way that requires ver fication . To complete
verifcation, you will need to provide:

1. An official link to your app's Privacy Policy
2. A i i you plan ta data you
get from scopes

3. Awrtten explanation telling Google why you need access to sensitive
andfor restricted user data
. All your domains verified in Google Search Cansole

CANCEL  CONFIRM

(3) Click on “Prepare for verification” button.

(4) You will be navigated to “Prepare for verification” page. Check all the information on
the “OAuth consent screen” screen and edit anything you find not exactly. Click on

“Save and continue” button to move to the next screen.

12



Google Cloud &+ Sample social login spp ¥ Search (/) for resources, docs, products, and mare Q search

AP,

=

APIs & Services Prepare for verification

Enabled APl & sarvices

@  vour app registration requires verification by Google. We will check all fiekds required for werification and allow you 1o submil your apg.
B Libragy

on  Credentiols
*  OAuthconsentscreen — * Scopes — * Optionalinfo — *  Final review
¥ OAuth consent screen
Sa  Page usage agreements B N
App information

This shaws in the screen, and who yeu
you

p—
[y emr—— ]

[P——
|- = -

For sers 10 Contact you wilh usstins sbaul thes cansent

App logo

This is your lega. It appand is

cansent screen.

fter you uplosd a bogo, you will need to submit your app for verfication unless the app
is configured for intemal use only or has 8 publishing status of Testing”, Leam more [

 REMOVE

# Change logo v

Google Cloud &+ Sample social login app ¥ Search (/) for resources, docs, products, and mare Q search

AP,

i

APIs & Services Prepare for verification

Enabled APIs & services
App domain

T protect you and your users, Google only allows apps using OAuth o use Autherized
o Credentiols Domains. The fallowing information will be shown 1a your users on the cansent screen

B Libragy

F  OAuth consent screen [ Agplicaton home pagu ‘

10 your home page

Soplcaton piecy oy i
e w—— ]

Prorvide users a link o yous public

r of service |
[ o \

Frovde usors a link 1o yous public ters of service

Authorized domains @

When s, 9 the eenarin confguration, it must be
‘app needs 10.go through verification, please go o the Gaogle Search

domains are autharize [ about the authorized domain

Authorized domain 1 *

Autharized domain 2 * J
+ ADD DOMAIN

Developer contact information

- Ema adcreszes *
| s o g = ©

These emall scresses are for Gaogle 12 notify you akous any changes ta your project.

SAVEANDCONTINUE  CANGEL

(5) On the “Scope” screen, scroll down and click on “Save and continue” button.

13




= Google Cloud & Sample social login spp + sources, docs, products, and more Q search n ®
API APls & Services Prepare for verification <l
Erbled APIS & servioes @ OAuthconsentscreen — +  Scopes — +  Optionalinfo — = Final review
o Library
Scopes express the permissions you request users to authorize for your
o Credantials app and allow your project ta access specific types of private user data
from their Google Account. Leam more 2
Y Ot co
1f you add sensitive { ) or restricted (@) scopes, like scopes that let you
Page usage agresments sccess & user's emails or contacts, you will need to submit your app for
verification. Learn more 13
ADD OR REMOVE SCOPES
Your non-sensitive scopes
[ AP User-facing description
L]
L]
userinfo
proflle
penid W
< >
& Your sensitive scopes
Sensitive scopes are scopes that request access o private user data.
. AP A scope User-tacing descrigtion
a No rows to display . -
= Google Cloud 3 Sample social loginapp Q, search H
API APIs & Services Prepare for verification o
@ Enabled APls & sarvices
Your non-sensitive scopes
S Libray
. AP b scape User-facing descrigtion
ox  Credentials
suth See your prima w
% OAuth consent screen o Accountemalla
S5 Pageusage agresments See your persanal o, P
Tudin anal
info you've made publicty
open T
personal infa on Google
< >
& Your sensitive scopes
Sensitive scopes are scopes that request access o private user data.
) w4 Scope Uner-tacing description
No rows to display
@ Your restricted scopes
hat To hi ive user data
. AP A Scope User-acing description
o roms 10 display
SAVEANDCONTINUE ~ CAMCEL
a

(6) On the “Optional info” screen, you can enter the information as suggested by Google to
speed up their verification process. Click on “Save and continue” button to move to the

next screen.

14



= Google Cloud &= Sample social loginapp ¥ Search ces, docs, products, and more Q_ Search B o @ i
API APIs & Services Prepare for verification o
@ Enabled APls & services
©  Youragp registration req i by Google 8l felds required for and allow you to submit your sap.
H o Library
o Credentials
@ Ohuthconsentscreen — @ Scopes — *  Optionalinfo — *  Final review
¥ OAuth consent ocy
o Page usage apreements You can speed up the verification process by providing Google reviewers with
more, helpful details about your app.
Optional info
Share email addresses of any Google contacts you've had in the past
Share any final details about your app. Include any information that wil help
us with verification, like the Project IDs of any ather projects that use OAuth.
This application allaws custemers on my e-cammerce sie talog n or sign up fora A
new account using their existing Google sccount Signingin via Google saves
customers time, thereby enhancing their shopping experience. .
Provide up to 3 more links to any relevant documentation
SAVEANDCONTINUE  CANCEL
a

(7) On the “Final review” screen, read all the entered information once again. Scroll down,
check the checkbox and click on “Submit for verification” button to complete the

submit process.

Google Cloud 2 Sample social login app * (/) for resources, docs, products, and more Q_ search H
APT APIs & Services Prepare for verification o
Enabled APIs & sarvices
Cantact email addresses
4 Libray
or  Credentials
% OAuth consent screen
Scopes EDIT
Page Usage agroements
5] ) AP scope User-facing description
Jauthy See your primary Goagle Account smail address
email
auth/userinfo  See your personal info, incluging any persanal info
profite you've made pubicly available
openid Associate you with your parsomal info on
Optional info EDIT
Emall addresses of any Google contacts you've had in the past
Not provided
Final details, Including any information that will help us with verification. like the Project IDs of any other
projects that use OAuth
This application allows customers on my site 1o log in or sign up for a new account using their
existing Goagle account. Signing in via Google saves customers fime, thereby enhancing their shopping
experiance.
Links to any relevant documentation
Not provided
My complies with the &
a
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NOTE: Google's request processing time can take 2 to 3 days. Please check your inbox
as Google will send an email notifying you that your request has been approved. If there

are any issues that need to be corrected or added, Google will also notify you via email.
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